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Networking and Database Connectivity Bhortcuts\Version7

This document is intended to serve as a basic primer to networking, and providelsysségp
instructions on how to setup and configure a network environment for use by Shortcuts.

x  Due to networking limitations in Windows Home operating systems, usindoWmHome as a Shortcuts
network server will cause installation difficulties when attempting to install network clieatghis reason we
do not support angtrongly recommend using Windows XP Pro, Vista Business or Windows 7 Pro as the
operating systenfior your Shortcuts server (and for all machimegour network, if possible).

Installing a Shortcuts Network

During the installation of a networked client machine, Shortcuts uses the login information
provided by the user when they logged on to Windowgyain administrative access to the
database server. It needs to do this in order to create the SQL Server account that will be used
when operatirg the program, described later.

Windows has two common network/security configurations:

e The most common corguration at POS sites will be workgrebpsed networking. All
computers in a workgroup join the workgroup simply by specifying the name of the
workgroup in the Computelame tab of System Properties (righlick on My Computer,
select Properties)

e The simpest to use, but most complicated to set up, is a dordaased network. In a
domain, usernames and passwords are maintained centrally and can be used on any
machine that is part of the domain. In a domdiased network, the user account used to
install theclient terminals must have administrator privileges on the server machine.

x If a client is using a domain environmethiey will need theiSystemAdministrator to configure the network

and troubleshoot any installation issudfsShortcuts is required twonfigure this environmenthere may be
charges involved.

All machines must be able to communicate with each other via Windows Explorer and DOS ping
that is, each computer must be visible to any other computer onsthartcutsserver in Windows
Explorer and each computer must be able to ping any other computer on the server via DOS.

For installation purposes, being on the network is not sufficient for a client machine to gain access
to SQL Server on the server machine. For a client installation teedion a workgroujbased
network, the following conditions must be met:

e All machines must belong in the same workgr@ug S a/ KIFy3aay3a far [/ 2YLUM
more information
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e The client machine Windows user account used to log in to the client must have a non
empty passwordd &8 SS G { SO G A @I NI | DO BAabdotelinforinatidn)R ¢

e The client machine user account must be of the Administraccount type

e The Windows user account and password used on the client machine must be added to the
ASNIISNI YI OKAYS gAGK (GKS ' RYAYAAUGNXG2N | 002
l RYAYAAUGNF G2NJ DNRBdzZLE 2y F2NJ Y2NBE AYTF2NXI GA

If you are running Windows XP Pro, also check the following:

e Simple File Sharing must be switched off on all machines.

x  The Shortcuts installer will do the@ke step for you automatically.
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e The Guest account must be disabled on both server and é¢hént

Network Setup Checklist

Use the following checklist to determine if you have completed all the steps necessary to get your
network setup for Shortcuts:

Step 1: Change the computer names (i.e. main system scserver). Se& page

Step 2: Activate the Windows Firewall. See page

Step 3: Set up the same user accounts on all computers (i.e. Shortcuts) See page
Step 4: Setip a password for all user accounts. See page

Step 5: Give all Shortcuts users Administrator rights. Seefpage

Step 6: Disable the Guest Account. See [fage

Step 7: Network Sharing. See p&ge

NN N

Step 8: Setting up a static IP address. See page

Changing a Computer Name
To change a Computer or Workgroup ngrasethe following procedure:

1. On your Windows Desktop, riglatick on theMy Computeror Computericonand select the
Propertiesoption from the popup menu that appears

2. Look under the headingComputemamet to find out the computef2 @urrent name We
recommendnamingthe Shortcuts main computer (serva3CServeér

3. To change the computer nanwg workgroup click on theChange Settingbnk. The System
Properties window will appear.

Control Panel Home Wincompechion
Windows 7 Professional
";‘ Device Manager Copyright @ 2009 Microsoft Corporation. All rights reserved.
";‘ Remote settings Get more features with a new edition of W ndows 7
) System protection
# Advanced system settings
System
Rating: ﬂ Windo vs Experience Index
Processor: Pentium(R) D sal-Core CPU  E5300 @ 2.60GHz 2.60 GHz
Installed memory (RAM): 2,00 GB (1.87 3B usable) 'enovo
System type: 32-bit Operat ng System
Pen and Touch: No Pen or To ich Input is available for this Display
Support Information
Computer name, domain, and workgroup setiings
Computer name: COMPUTERL
See also Full computer name: m
Action Center Computer description:
Windows Update Workgroup: WORKGROUF
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4. dick on theChangebutton. The Computer Name/Domain Changes window will appear.

System Properties

ot on the network.

Computer description:

Full computer name: SERVER
Workgroup:

Network ID.

workgroup, click Change.

X
Computer Name | Hardware | Advanced | System Protection | Remote |
[ L Windows uses the following information to identify your computer
For example: "Kitchen Computer” or "Mary's
Computer".
WORKGROUP
To use a wizard to join a domain or workgroup, click Network ID_..
To rename this computer or change its domain o

5. Rename the computers accordindiy. name the nain computerdSCServérandthe client
computersdéclientls, éelientZ, éelient3 etc.) Ensure thathe Workgroup name isonsistent

on every single computer.

-

Computer Name/Domain Changes

|

More information

¥l
pm

You can change the name and the membership of this
computer. Changes might affect access to network resources.

\\ SCSERVER
ull computer name:

SCSERVER

Member of

() Domain:

@ Workaroup:
WORKGROUP

oK || Cancel |

L=

6. Once you have renamall the computersglick theOKbutton. The compute(s)will require a

re-boot to finalise the name change(s).

Activating WindowsFirewall

Windows Firewall must be turned on for each machine connected to the Shortcuts nethmrk.
turn on Windavs Firewall on a Windowsachire, perform the following steps:

1. Click on theStart button in the taskbar and sele@ontrol Panel The Control Panel window

will appear.

2. Doubleclick on thewindows Firewalicon. The Windas Firewall window will appear.
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@ Windows Firewall Settings @
General | Exceptions | Advanced

J Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

‘gl @ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
[ Block all incoming connections
Select this option when you connect to less secure networks. All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

‘gl () Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

¢ InWindows XR dick to select theéOn (recommendedpption.
¢ InWindows Vista Click theChange Settingbutton.

¢ InWindows 7¢ dickthe Turn Wndows Firewall on or ofbutton.

Setting aWindows User Account Password

In order for the network setup to work, the user account on the client machine must have-a non
empty password (that is, they must have a password set on their account).

x  The above user account must also be setup on the server, and must be a pardirinegroup.
To set a Windows user account passd on a Windows machingerform the following steps:

1. On your Windows Desktop, rightick on theMy Computeror Computericonand select the
Manageoption from the popup menu that appears. The Computer Managenageptication
screen will appear.

A4 Computer Management

File Action View Help
e 2BXRE=|

& (;omputer Management (Local) Name Full Name Description
a [[} System Tools

: @ sk Schediler # Guest Built-in account for guest access t...

#;) Administrator Built-in account for administering...

2| Shared Folders ot Dasoword o
4 & Local Users and Groups
| Users All Tasks 4
| Groups
b @ Reliability and Performance Delete
i Device Manager Rename
s
4 =3 Storage =
=% Disk Management Simyeises
::; Services and Applications Help

2. Click on thé¥ tsyinbol next to thd.ocal Users and Grougption to expandt.
3. Select theUsersfolder. A list of useaccounts will appear in the rigitand screen.
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4.

Rightclick on the relevant username and select Bet Passworaption from the popup
menu that appears.

If you see a security warning window appear, diciceedto continue

Type in the new password into tidew Passwordnd Confirm Passwordields, then clickOK

G2 O2yGAYydzSd® ¢KS dzASNJ I O02dzy1Qa LI aag2NR gAf

Adding a User Account to the Administrator Group

A user account on the Shortcuts network must be a member of the Administrator gfougheck
if your Windowsuser account is part of the Administrator gmuperform the following steps:

1.

2.
3.

4.
5.

On your Windows Desktop, riglatick on theMy Computeror Computericon andselect the
Manageoption from the popup menu that appears. The Computer Management application
screen will appear.

Click on the¥ tsyinbol next to thd_ocal Users and Groupgption to expand it.
Select theGroupsfolder. A list of groups will appear in the righénd screen.

A Computer Management

File Action View Help
e 2E
. Cpmputer Management (Local
4 {{} System Tools

(P Task Scheduler

§2] Event Viewer

Description

Administrators have complete and unrestricted acce...
&% Backup Operators Backup Operators can override security restrictions f...
& Cryptographic Operat... Members are authorized to perform cryptographic o...

2| Shared Folders R i 7
= :#_' Distributed COM Users Members are allowed to launch, activate and use Dis...

4 $ Local Users and Groups

% Users & Event Log Readers Members of this group can read event logs from loc...
= Groups &_’ Guests Guests have the same access as members of the Use...
@ R_eliability and Perform| &1 _IUSRS Built-in group used by Internet Information Services.
4 Device Manager &% Network Configuratio... Members in this group can have some administrativ...
4 3 Storage % Performance Log Users  Members of this group may schedule logging of per...
i=9 Disk Management & Performance Monitor ... Members of this group can access performance cou...
i, Services and Applications & Power Users Power Users are included for backwards compatibilit...
b emote Desktop Users embers in this group are granted the right to logo...
&R Desktop U Members in this group are g d the right to log
& Replicator Supports file replication in a domain
sers sers are prevented from making accidental or inten...
&u u p d fi king accidental or i
# Debugger Users ebugger Users are non administrators who are allo...
&% Debugger U Debugger U dmini h Il

Doubleclick on theAdministratorsgroup. The Administrators Properties window will appear.

If your user account can be found in the list, then you are a nerobthe Administrators
group.

Administrators Properties @IQE
[i Generar‘
% Administrators
@
Description: Administrators have complete and unrestricted access

to the computer/domain

Members:

& Administrator
& shorteuts

Changes to a user’s group membership

Add... Remove are not effective until the next time the

userlogs on.

Cancel Aoply Help

If your user account is not a member of the Administrators group, you can add your account to
the group by performindghe additional following steps:
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6. In the Administrators Properties window, click on #ed button. The Select Users, Computers
or Groupswindow will appear.

7. Type in your user name into thienter object names to be selectdeld, then click theCheck
Namesbutton. You should see your user account appear in the field.

8. ClickOKto continue. Your user account will be addedthe Administrator group.

Disabling the Guest Account

You must disable the Guest account on a Shostagttwork. This prevents access by unauthorised
users. To check if the Guest account is dishlgperform the following steps:

1. On your Windows Desktop, riglatick on theMy Computeror Computericon and select the
Manageoption from the popup menu that gpears. The Computer Management application
screen willappear.

-
A" Computer Management

[ FileuAction i Niews Help

ez nEXE=H

A Computer Management (Local|| Name Full Name

3 Description
4 {f} System Tools

#, Administrator Built-in account for administering...
@ Task Scheduler

¥ Guest Built-in account for guest access t...

{8] Event Viewer & o

3| Shared Folders

4 & Local Users and Groups, Guest Properties l R
Users =
Groups General | Member Of | Profile
@ Reliability and Performe||
&34 Device Manager L Guest
o) o

4 =5 Storage
=¢ Disk Management
j:; Services and Applications Full name: |

Description Built4in account for guest access to the
ccomputer/domain

V| User cannot change password
V| Password never expires
V| Account is disabled

2. Click on thé¥ tsyinbol next to thd.ocal Users and Grougption to expand it.
3. Select theUsersfolder. A list of user accounts wilbpear in the righthand screen.

If the Guest account Isaa red cross on it, it has been disabled. If the Guest account has not
been disabled, you can disable it by performing the additional following steps:

Doubleclick on theGuestuser account. The Guest Properties window will appear.
Place a tick in théccount is disabledption, then clickhe OKbutton. The Guesaccount will
now be disabled.

Turn on Network Sharing Options

Windows XP Pro UsersSwitching off Simple File Sharing

Each machine connected to the Shortcuts network must have Simpl8tahing switched off. To
switch off Simple File Sharing on a maehiperform the following steps:

1. On your Windows Desktop, riglatick on theMy Computericon and select th&xploreoption
from the popup menu that appears. The Windows Explorer screen will appear.

2. Click on théloolsmenu and select th&older Optionsoption. The Folder Options window will
appear.
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General | ¥iew | Fils Types | Offline Files

Folder wiews

e “ou can apply the view [zuch as Detailz or Tiles) that
you are uzsing for thig folder to all folders.

[ Apply to All Folders l [ Reset All Folders

Advanced settings:
] Launch folder windows in a separate process
|2 Managing pairs of Web pages and folders
(®) Show and manage the pair as a single file
(O) Show both parts and manage them individualy
(O) Show bath parts but manage as a single file
Remember each folder's view settings
] Restore previous folder windows at logon
[ Show Control Panel in by Computer
Show encrppted or compressed MTFS files in color
Show pop-up description for folder and desktop items

[ Use simple file sharing (Recommended)
W

Restore Defaults

][ Cancel ]

[

3. Click to selecthte Viewtab. In the Advanced Settings section, ensure thatlilse simple file
sharing (recommendedption is unticked. You may need to scroll down to see this option.

The machine is now set not to use Simple File Sharing

Vista Business UsersNetwork and File Sharing

1. Click orthe WindowsStart button, then click orControl Panelor Settings then Control

Pane). The Control Panel window will appear.

2. Click orthe Network and Sharing Centrdhe Nework and Sharing Center window will

appear.

3. Make sure alBharingoptions are turnecbn.
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